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Identity theft is rapidly becoming one of the most prevalent crimes of the information age. It can happen to anyone, almost anywhere. Thieves steal your personal information, such as your bank account or credit card numbers, Social Security number or driver’s license number, without your permission. They will then use this information to open accounts, retain services or make major purchases – all using your good name and destroying your credit rating in the process.

Few crimes are more devastating to an individual. The time and paperwork required for a victim to repair the damage is immense. In addition, many "cyber" crimes are extremely difficult to investigate and are often impossible to solve, even for the most technologically skilled detectives. Banks, businesses and even the postal service can become victims themselves, and as the crimes continue, they can literally be spread out to nearly every country in the world.

It is very important for citizens to understand what can be done to prevent becoming the victim of a "cyber" crime, and what steps to take, should you become a victim.

Prevention:

Do not give your Social Security number to any company or person you do not know. When a company uses a Social Security number to identify its customers, ask them if they can utilize a different number for identification purposes.

Before disclosing any personal information, make certain you know why it is required and what it will be used for.

Buy a shredder and shred anything that contains personal information about you, your family or business that you intend to throw away. Examples are bank statements, credit card statements and receipts and even pre-approved credit card applications.

Guard your mail against theft. Know when your mail is delivered and remove it promptly. Place outgoing mail in a Post Office collection box rather than in your own mailbox with the flag up. Use a cashier’s checks and NEVER send cash. Keep a watchful eye in your neighborhood, reporting suspicious activity immediately. Consider starting a Neighborhood Watch program in your community.

Don't carry extra credit cards, birth certificates, passports or Social Security cards with you unless you know they will be needed during the course of that same day. Keep your personal information at home, in a secure location. Consider buying a safe to secure personal information.

Use a debit card rather than writing a check. If a check is stolen or lost by the business where goods were purchased, crooks can "wash" it, and then re-use it at another location. There is also a great deal of personal information (account number, name, address and signature) contained on the check itself that a crook might be able to use to steal your identity or access an existing account.

Create passwords and PIN numbers that are unique and avoid using easily available information such as your mother's maiden name, last 4 digits of your Social Security number or your birth date. You can contact banks and creditors to have these changed.

Pay close attention to your billing cycles. Follow up with banks and creditors if a statement doesn't arrive. Monitor statements and receipts closely, making certain all charges are your own.

When ordering goods or services online, check to see if the company has a privacy statement or a consumer's "bill of rights". Read these carefully. Use services like "Pay-Pal" or similar payment options if available. If unavailable, use a cashier’s checks to pay and NEVER send cash. Be suspicious if offers seem too good to be true.

Cut down on the amount of "junk mail" and "pre-approved" credit offers you receive. Contact the Direct Marketing Association at www.the-dma.org or at 1-888-567-8688.  

Get a copy of your credit report from each of the three major credit bureaus at least once a year. Review the reports to be sure no one else is using your identity to open new accounts or access existing ones. 

If you become a victim:

Contact the fraud departments of each of the three major credit bureaus and report that your identity has been stolen. Ask that a "fraud alert" be placed on your file and that no new credit be granted without your specific approval.

For any accounts that have been fraudulently accessed or opened, contact the security department of the appropriate creditor or financial institution and close the accounts. Place new and unique passwords on any new accounts you open.

File a crime report with your local police or with the agency that has jurisdiction over wherever the identity theft took place. Obtain a copy of the report in case banks, creditors or other institutions need proof of the crime in the future. You may also be required to file a police report in each city where a fraud or theft, using your illegally obtained information, took place. Use the report you originally filed as a reference for any new reports you may need to file.

Visit the Federal Trade Commission’s web site at www.ftc.gov/idtheft. This site has valuable information, links and assistance. This site has printable affidavits to attach to your reports for banks and other creditors to assist the process of getting your life back to normal.

If your Social Security number is being illegally used, contact the Social Security Administration by visiting their web site at www.ssa.gov or dialing direct at 1-800-974-2271.

If your mail has been tampered with, contact the US Postal Inspection Service by visiting their web site at www.postalinspectors.uspis.gov.  

Additional information regarding identity theft can be gathered at www.fightidentitytheft.com or www.privacyrights.org.  

Lastly, try not to get frustrated. Prepare yourself for a time consuming and challenging undertaking to repair your credit and return your life to normal. Be patient and helpful with creditors, businesses and investigators. As you learn, share your knowledge and experiences with family, friends and neighbors. This can prevent others from becoming victims themselves.

The above information was obtained from the South Jordan, Utah Police Department website.

